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Secure Edge Processing
Edge computing brings analytical computational resources out to the end 
users and increases the responsiveness and throughput of applications. Our 
edge processing architecture can significantly outperform a traditional 
cloud-based system. Users experience faster response times and save 
critical bandwidth for metered applications with local storage. The 
persistence of collected data to guarantee data delivery in case of network 
or hardware failures. Group remote gateways together to support unique 
use cases of situational awareness from direct data exchange.

Secure IoT Edge Gateway
The ARMIA® SG-1 serves as powerful IoT Edge Gateway solution that allows 
you to integrate devices connected to legacy and third-party control 
systems. The gateway provides data collection, processing, visualization, 
and device management using hundreds of compatible protocols, such as: 
MQTT, OPC-UA, Modbus, BLE, CAN, BACnet, ODBC, REST. and more.

Distributed, Peer-to-Peer SD-WAN
The ARMIA® SG-1 is a smart mobile gateway for edge applications. It’s a 
distributed network virtualizer or virtual machine monitor that’s built over a 
cryptographically secure and isolated peer-to-peer network. The ARMIA® 
SG-1 serves as our enterprise remote edge SDN gateway, it provides 
advanced network virtualization and management capabilities across both 
local and wide area networks between other ARMIA® SD-WAN gateways.
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Advanced Risk Management and Intrusion Analysis (ARMIA®). Experience 
high computing power for edge processed endpoint protection using a 
Zero-Trust architecture to establish Peer-to-Peer trusted relationships. 
ARMIA® delivers the next generation of cyber protection; designed to extend 
IT security to the edge and support the remote workforce and IoT Automation. 
Secure your remote workforce and critical infrastructure assets with our Circle 
of Trust (CoT) ecosystem - any IoT use case. Security. Anytime. Anywhere. 

REMOTE SECURITY
ARMIA®



& Connectivity

Network Intrusion Detection and Prevention
ARMIA® scans network traffic packets searching for intruders by looking for specific values in the 
network headers and by performing a search for known patterns in the application layer data. 
ARMIA utilizes a high-speed multi-pattern search engine as the detection engine to improve 
performance, allow for larger rule sets, and achieve gigabit network performance levels.

The real-time nature of inspecting network packets requires the use of a pattern search engine that 
can keep up with the speeds of modern networks. There are two types of data we use in this type 
of search: the patterns and the search text. The patterns are predefined and static. This allows them 
to be preprocessed into the best form suitable for any given pattern match algorithm. The search 
text is dynamically changing as each network packet is received. 

Dynamic Cellular Carrier Optimization
ARMIA® leverages all major networks in North America with our embedded eSIM module. eSIM 
evolves the traditional SIM card that’s locked to one network, into a smart, network-agnostic 
gateway. For the US market, for example, the embedded eSIM leverages AT&T, Verizon Wireless 
and T-Mobile networks, minimizing dead-zones and poor signal strength; each device can connect 
to the strongest signal strength tower in the area. An external 2FF SIM card slot is available to 
support other service providers. 
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Artificial Intelligence & Machine Learning
The custom-built AI/ML model (anomaly-based IDS/IPS) for ARMIA® is an extra add-on in the 
network security layer of ARMIA®, which works in parallel with our signature-based IDS/IPS 
system, ensuring the detection and prevention of zero-day/unknown attacks and any other 
malicious activity routing through ARMIA®. 

Vulnerability Scanning
We keep vulnerabilities from being exploited by potential attackers in the first place. ARMIA® 
includes edge processed, full-featured, vulnerability management, with unauthenticated and 
authenticated testing, various high-level and low-level internet protocols, performance tuning for 
large-scale scans with powerful processing to implement any type of vulnerability test. Each device 
sends and receives live updates between its own on-board vulnerability database and a Centralized 
Vulnerability Database that incorporates data from the NIST National Vulnerability Database and 
real experience. The found vulnerabilities are evaluated based on their severity which enables 
prioritization of remediation actions. Any device trying to connect gets fingerprinted and scanned; 
devices with vulnerabilities aren’t allowed to connect to the network until the vulnerability is 

Circle of Trust (CoT)
Decentralized, end-to-end encrypted Peer-to-Peer (P2P) communications is the ultimate Zero Trust 
architecture that we call Circle of Trust (CoT). Decentralization enables data sovereignty, delivering 
data ownership and control with unlimited CoT relationships between other ARMIA® gateways. 
Designed for secure chat, voice and file sharing between groups of two to unlimited devices. 
Decentralization provides more independence over collaboration, data ownership, privacy and 
security, all with a more robust and resilient communications infrastructure and huge scalability. 
Delivers untraceable, unhackable and unbreakable encryption. 

Security Features
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Cervais® is a premier, innovative provider of world-class IT security products 
and systems. We deliver robust, high-performance security solutions that 
bring leading-edge capabilities in managing risk, reducing threats, and secur-
ing technology perimeters.
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Power
Input Options   Power-over-Ethernet (PoE) up to 30W
    USB-C plug-in adapter up to 33W 
Output Options  Charge/power external devices through two (2) USB-C ports 
    (external storage and network adapter options)

Security
Features   Provides AES256 and SHA256 hardware encryption, Secure Boot, 
    Firmware Signature, Content Protection, Data-at-Rest / Data-in-Transit 
    Protection, Key Management
Software   Vulnerability Scanning, IDS/IPS, SD-WAN, VPN

Physical
Dimensions   5.0 in x 5.0 in x 1.50 in
Weight    15 oz.
LCD Overlay   LED Status Lights
Battery    10,000mAh, up to 24hrs, power bank for external device charging

Interfaces
SIM    One (1) external Nano SIM slot (4FF)
Ports    2 x USB-C (3.0) - Supports hardwired transmission rates up to 5Gbps
    1 x USB-C (3.0) - Supports Qualcomm Quick Charge 3.0
    1 x RJ-45 Gigabit Ethernet

Connectivity
Gigabit Ethernet   RJ-45 for 10/100/1000Mbps Ethernet
Wi-Fi    802.11a/g/n/ac 2.4GHz / 5GHz - Max 433Mbps
Bluetooth   BT4.2 LE 2402MHz~2480MHz
Cellular Features  Cat 6 FDD: Max 300Mbps (DL) / Max 50Mbps (UL)
LTE Bands   B2 / B4 / B5 / B7 / B12 / B13 / B14 / B17 / B25 / B26 / B66 / B71

Performance
Operating System  Linux OS
Processor   Octo-core ARM Cortex-A53 64-bit CPU @2.0GHz performance
GPU    Adreno 506 with 64-bit addressing, designed for 600MHz
Memory   32GB eMMC + 2GB LPDDR3

Technical Specifications


